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Abstract.
In this growing digital era, Artificial Intelligence (AI) is achiev-

ing new heights, and in parallel new threats arise. State-of-the-art
models can now produce highly realistic synthetic faces that humans
find hard to differentiate from real ones. For people who excel at this
task, it remains unclear how they do this. We wondered if providing
perceptual training, (in the form of tutorials designed to display vi-
sual pitfalls in AI-synthesised images) can improve human accuracy.
Here, we investigate differences between two types of faces that are a
product of AI: GAN-synthesised and diffusion-synthesised faces. We
employ a human training approach, to investigate whether perceptual
accuracy can be improved. We also examine which visual attributes
participants associate with real and AI-synthesised faces. Example
attributes assessed include familiarity and attractiveness, these have
been linked to face processing theories such as face space theory. We
investigated these attributes to understand if there are differences in
processing mechanisms between real and AI-synthesised faces and if
the faces differ in visual attributes. We also checked whether a rela-
tionship between participant confidence and classification accuracy
exists. Findings suggest that synthetic images have reached a level of
sophistication that consequently render simple human-centered train-
ing interventions ineffective.

1 Introduction

Synthetic faces are already highly realistic and when tasked with
deciphering between real and AI-synthesised faces, human perfor-
mance is poor (at around chance level) [1, 12, 11]. These limits in
human detection abilities emerge as a challenge, particularly when
synthesised faces are used maliciously; for example, to facilitate ro-
mance fraud [2]. AI synthesised faces can be utilised by scammers
to create fake social media profiles, build relationships with victims
with the aim of exploiting them for financial benefit. Currently, lim-
its in perceptual ability to tell real images apart from fake ones make
humans particularly vulnerable to this type of deception. In addition,
the low barriers to create these faces means that almost anyone, even
those without technical skills, can now create a fake image. This is
especially worrying for newer diffusion models [3], whose output
can be guided using simple linguistic text prompts, in addition to
image prompts.
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Considering the points raised above, there is a need to understand
whether human perceptual abilities can be enhanced—that is, are
there ways to improve human ability to identify real and fake images?
Many computational approaches have been trialed, one method is fin-
gerprinting, this can serve to distinguish AI-synthesised images from
real ones [14]. Fingerprinting is a technique that involves embedding
patterns in the image at the creation stage, these can be detected by
computers to show provenance information, signifying if the image
is likely real or AI-synthesised. These fingerprints are not apparent to
the human eye, hence visually the image remains the same. Without
external influence leading to doubts about authenticity of the image,
it is unlikely the viewer will engage in additional measures to re-
veal this hidden information. Furthermore, it is unlikely that most
ordinary people will be able to access these watermarks, hence un-
less suspicions surrounding authenticity are raised to a wider level,
this approach is not universal, or accessible for the average person.
Therefore, for the everyday viewer it is important to understand what
makes these faces so realistic and if a method exists to increase per-
ceptual performance.

Media literacy campaigns can help to inoculate the public from a
human visual perspective [7], these are a variety of taught strategies
that people can use to help inform their decisions surrounding on-
line engagement, for example, debunking strategies [6]. However,
measuring the impact of these interventions can be difficult as expo-
sure to content often does not guarantee active engagement; for ex-
ample, unless the program is particularly engaging and tailored to a
specific audience, a change in behaviour is unlikely. Specific human
focused training techniques on how to identify AI-synthesised im-
ages are therefore a favourable alternative, to increase engagement,
and this is a measurable intervention. There has been limited research
surrounding human training interventions with the aim of increasing
synthetic face detection. One study found that for GAN-synthesised
faces, perceptual training to help humans identify rendering artifacts
in conjunction with trial-by-trial feedback led to an increase in ac-
curacy [11], however, despite this increase, average accuracy was
still poor. Another study highlighted a slight increase in accuracy for
participants who undertook training, indicating common artifacts in
GAN-synthesised faces [10]. However, it is not yet clear what impact
perceptual training has for diffusion-synthesised images and whether
these images differ visually to the already highly realistic precursor,
GAN-synthesised. For example, it is unclear what specifically within
these synthetic faces makes them so human-like; are there visual at-



tributes that stand out for AI-synthesised faces? Previous research
aimed to answer this question for GAN-synthesised faces; Miller
[9] discovered that faces rated by participants as more familiar were
more likely to be judged as human. This result aligns with theories of
face processing: face space theory [13]. This theory attunes to how
humans store facial information in a multidimensional space. In this
space, faces more typical to the facial norm are clustered together,
and more distinctive faces are placed further apart. Miller et al [9]
evidenced that faces rated lower for memorability and attractiveness
had a greater chance of being labeled as human than AI-generated.
Compared to real faces, GAN-synthesised faces were rated as more
average, familiar, and attractive. The results suggest that humans
are observing subtle perceptual differences between real and GAN-
synthesised faces. We aimed to replicate this finding and test whether
the attributes that people identify vary between GAN and diffusion-
synthesised. This examination will help to identify which attributes
are related to higher levels of realism for AI-generated faces.

The high realism of these AI-generated images mixed with a hu-
man predisposition to demonstrate overconfidence in their decisions
[5] can be costly. Research has shown that people are overconfi-
dent in their ability to detect deepfake videos [4] and also GAN-
synthesised faces [9]. This overconfidence may make individuals
more prone to deception. This current research employs a human
training intervention which aims to educate participants on the com-
mon artifacts in AI faces (that typically result from the synthesis pro-
cess) and to investigate whether this can be used to increase detection
performance. We aim to examine whether there are differences across
two types of AI-synthesised faces in terms of visual attributes. Con-
sidering specific facial attributes will help to understand any differ-
ences in face perception for real and AI-generated faces, for example,
what attributes do participants rely on to make judgments of real vs
AI-synthesised, and in turn, can we use this information to guide fu-
ture interventions. This research also aims to investigate participant
confidence accuracy relationships, to inform whether humans have
insights into their ability to detect AI-synthesised faces.

2 Research Objectives and Questions

In previous work, we have evidenced that AI-synthesised faces are
highly realistic and trustworthy, even more so than real faces [8].
The research objectives for this study are as follows: 1) to investigate
the impact of perceptual training on human ability to distinguish AI-
synthesised images from real ones, 2) to distinguish what attributes
people associate with real and AI (GAN and diffusion) faces, and
3) to examine the relationship between participant confidence and
accuracy when distinguishing between real and AI-generated faces.

My thesis aims to answer the following research questions: 1.) Can
perceptual training interventions improve the ability of humans to
detect AI-generated faces. 2.) How do humans perceive AI faces,
does this differ across faces produced by differing AI models. 3.)
Are AI faces suitable for use within police investigation, specifically
for eyewitness testimony.

3 Preliminary Results

The full data is yet to be analysed; initial analysis indicates that over-
all participants classified all images at just above chance performance
(57.6%, 95% CI [56.5%, 58.7%]), (d’= 0.29, 95% CI [0.23,0.36]),
with a bias to respond AI-generated (c= -0.22, 95% CI [-0.27, -0.18].
These results indicate that participants could not reliably distinguish

between the real and AI faces. With respect to the training interven-
tion, average accuracy was significantly higher in the training group
(62.0%, 95% CI [60.1%, 64.0%]) compared to the control group
(55.0%, 95% CI [53.1%, 56.0%]), t(309.8)= -5.59, p=<0.01). De-
spite a significant increase in accuracy for the training group, we
found no significant change in discriminability. In the training con-
dition, average d’ = 0.34, 95% CI [0.22, 0.46] whereas in the control
condition discriminability was lower d’ = 0.26 95% CI [0.16, 0.37]
— this difference is not statistically significant t(298.27) = -0.91, p
= 0.36). There is, however, a significant criterion shift: participants
who received training had a significantly lower criterion value c= -
0.56 95% CI [-0.64, -0.48] compared to the control group c= 0.01
95% CI[-0.06, 0.08] this difference was significant t(293.18)= 10.44,
p<0.01). This suggests that participants who received training were
more likely to respond AI-synthesised than those in the control con-
dition. Additional planned analyses include a mixed-effects logistic
regression to model classification accuracy, with training, face type
and attributes as fixed effects, also including random effects. We will
also employ a lens model to investigate the relationships between
face types and attribute ratings, and also a confidence- accuracy anal-
ysis.

4 Future Work
Future work will investigate the impact of participant race on accu-
racy and the application of AI-synthesised faces for use within police
investigation.
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